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)] Copture

Decode Operation

Adapters
Guard

Miscellaneous

{* Bun contimuousl

{" Stop capture after £illi:

Load this filter at

[¢ Scroll packets list to ensure last pa
[¥ Use Address Hook

TR HuiE Tz (&) HERh
Run continuously Iris
Stop capture after filling buffer Iris
Load this filter at startup
Scroll packets list to ensure last packet visible
Use Address Book Iris Address Book mac
mac Ip
netbios
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ﬂ Decode

& adapters
& Cuard

# Miscellaneous
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[+ Use THS idit DHS fil

—HITF Proxy

HITF IBEI

[T Decode UDF datazrams

[¥ Scroll sessions list to ensure last =e

[¥ Use Address Book

fifE HiH TigF (A) HEAN

Use DNS

Edit DNS file

HTTP proxy

http
80

Decode UDP Datagrams

UDP

Scroll sessions list to ensure last session

visible

Use Address Book
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4 Guard

v Enable alarm sour
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Enable alarm sound
Play this wave file wav
Log to file
Ignore all local connections Iris ip
Guard
Iris
Ignore connections on these ports (port)
Use software filter
Apply filter to
incoming packets Use software
filter
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Capkure Miscellaneous

Decode
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Stop when free disk space drops 10 _:I ME
[T Enable CFU owerload protection
[ Start amtomatically with Wi
TR HuiE Tz (&) HERh
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Packet buffer size
2000
Stop when free disk space drops bellow ,Iris
Iris
decode Iris
Enable CPU overload protection Cpu 4 100%
Start automatically with Windows Iris
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Packet Decoder - + X
=[] Packet struckure -
L—‘_II:l MaLC header (Ethernet II)
----- Destination: FF:FF:FF:FF:FF:FF Broadcast
----- Source: 00:00:ES:BL:48:26 Yendor: ACCTOMN TECHMOLOGY CORP,
----- @ Type: 03-00 Dol IP
=7 1Pv4 header
Version = 4
Header length = 5 {20 bytes)
EEI---@ Type of service =00
Total length = 235 bytes
Identification = 308
-8 Flags
Fragment offset =0
Time to life = 128 hops (seconds)
Protocol = 17 LDP
Header checksum = 0xBa70 {Correct)
----- Source IP =[192.163.0.1]
----- Destination IF = [192,168.0,255]
----- @ [P Cptions = Mone
=7 UDP header -
----- @ Source port = 133 UDP-=35323
----- @ Destination port = 1358 UDP->35323
----- @ Length =215 bytes
----- 2 Checksum =0x739F (Caorrect)
[—]I:l MNetBIOS Datagram Service
----- @ Message Type: Direct_group datagram

- fiotl] More Fragments follow: Mo -
JRERE il ILI_I

9
Capture Window
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Capture .
MAL dest, addr | Frame  Probocdl | Ader, 1P e kel , [P sl
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3 M4ARINLZE ACCT FRFRFRIPF,.  BOZY  IFX b 1P address Mo 17 sddress
3. 14:13:33:970 FEFFFFIFF,. BOZE  IPX W TP acddeess Mo 1P addbess
3 MelkREin ACCTOMNDI ROl 00:00,,.  BIEF 16 Nebbios kg [P sddress Mo 19 sddress
4 14IRBIL ACCTORMEL FEFFFFIFF.. [P UDP-ShetbiosNS hedon 152, 168.0.255
Wb IRIEGEE  ACCTOMBIAGS FREFRFFFF,.. [P UDP-shetbics S [y 192, 165.0.255
4IRS ACCTOM-b # L [P UDP-shisthicsNS hedoo 152, 164.0.295
. 133967 chmbltg i 3 1BM Methics W TP address Mo 1P address
AR ERIET ACCTOMBI FF: LIDP- = hisi s -5 teadans L Lo R

IR ACCTOMbIHRG k000000, F 1BM Hstheos ki 1P adidress Mo 1P address

+
.1.
4
4+ 1413091918 ROCTOM-B14225  FPFFIPFPF... LIDP- =hletbios-H5 hedhon 19, DB 035
4
4
4. 114647 ROCTOM-b14825 FFFFIFFIFF... LIDP- ahatoics-MN5 hedrion 192, 168, 0255

Bz,
13
F
A RADEES AOCTOM-LI4E28 FRFFFRFF.. [P LD o Retics-N5 Fezdhion 192, 1850255
B,
F



cé&p

10

Packet Editor
Capture > Show Packet Editor
Copy to C style
E8 Bl 48 26 08 Copy to C style
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=101 =]

—aend

{~ Continmousl

{* Humber of timel1 _l?

—lelay between packets

P £
o
............. a2 3

CRC

o, ..B

Del ax _:| ms
[~ Disable Loophacl
close_|
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Send Continuously
Stop
Send Number of Times




Delay between packets
ms 0 IRIS
Disable Loopback
Send Stop
5
HTTP
1.
TCP
(sequence number)
Sniffer
IRIS
HTTP
Email
2.
DECODE DECODE
Decode > Enable Code Output
: Host Activity Session
Data Sessions View
1 Host Activity
13
Hiosts ackiviky - o

=M (192.168.0.2)
“-{3) TCP-> HTTP (&0}

13

13

2 Session Data
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wH R =20 @o Find | |

GET / HITE/ 1.1

Aopept: i1mageSgif, imagem-mbaitmap, 1megeS1peg.
Booept=Larguage: zheom

Aocept-Ercoding: gzap, deflate

Oeac—Agant : Mozilla'd, D lecompatable; ESIE 5, 6
Hosts 182, 16E8. 0.1

Cormeotion: Kesp-Aliws

ATTRS L. | $00 OF

Lervey: Hicrozoft-I05 6.0

Dater Bop, 22 Jan G001 D3:03:%5 GNT
Comt ent=Langth: 8356

Comtent-Type: text/hitml

IRage/PIpeg, =

Wirdows 93, Wim B 4. 90]

Set—Cookie: ASPSESSIONTIGGRGERF TeTLHRAMEFOTERETRFCOATNEDA . pot Bvs)

Cache-coptrol: private

|®

Click Tools > Guard > Guard Settings
Tools>Gruard>enable Guard

IRIS
Tools>Gruard>Show Guard windows
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il
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IRIS
HTTP WEB
=
i, HTML
ASCIl Packets HTML WEB
ASCII 8 Bit
HTML HTML
Packets
ail
HTML MAIL FROM:
RCPT TO
ASCI I
20
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# Connection attempts = |EI|5|
2001:1:22/14:158:43:560 > 192.168.0.2 () was probed by 192.168.0.1 a
2001:1:22/14:18:43:570 > 192.168.0.2 ) was probed by 192 165.0.1
2001:1:22/14:18:43:5580 » 192.168.0.2 () was probed by 192.165.0.1
2001:1:22714:18:43:590 > 192.168.0.2 ) was probed by 192 165.0.1
2001:1:22/14:18:43:6800 > 192.168.0.2 () was probed by 192.165.0.1
2001:1:22/14:18:43:610 > 192.168.0.2 () was probed by 192 165.0.1
2001:1:22/14:18:43:6820 » 192.168.0.2 () was probed by 192.165.0.1
2001:1:22/14:18:43:630 > 192.168.0.2 ) was probed by 192 165.0.1
2001:1:22/14:158:43:6840 > 192.168.0.2 () was probed by 192.165.0.1
2001:1:22/14:18:43:670 > 192.168.0.3 ) was probed by 192 165.0.1
2001:1:22/14:18:43:6580 > 192.168.0.3 () was probed by 192.165.0.1
2001:1:22714:18:43:600 > 192.168.0.3 ) was probed by 192 165.0.1 ﬂ

a1 Save | Clear I
¥ Seroll 1
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192.168.0.2 192.168.0.3 192.168.0.1
IRIS IRIS
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